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Program  Correctness


•  “Behind	
  every	
  large	
  program	
  
there	
  is	
  a	
  small	
  program	
  wai5ng	
  
to	
  get	
  out”	
  	
  

• C.A.R.	
  Tony	
  Hoare	
  

• Behind	
  every	
  large	
  program	
  
there	
  is	
  an	
  algorithm	
  wai5ng	
  to	
  
get	
  out	
  	
  

•  “Free	
  your	
  mind	
  with	
  
mathema5cs”	
  	
  

•  Leslie	
  Lamport	
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Formal  Specifica=on


• Manual	
  Formal	
  Specifica5on	
  
•  Specify	
  the	
  requirements	
  

• Challenges:	
  
•  Developer	
  educa5on	
  (non	
  CS	
  
backgrounds)	
  

•  Developer	
  reluctance	
  
•  Third	
  party	
  code	
  and	
  non	
  
monolithic	
  assembly	
  	
  

• Automated	
  Specifica5on	
  inference	
  
•  Only	
  what	
  is	
  ”wrong”	
  in	
  the	
  program	
  	
  

• Challenges:	
  
•  Requires	
  specifying	
  what	
  is	
  correct	
  
•  Limited	
  no5ons	
  of	
  correctness	
  
available	
  e.g.	
  Tests	
  

•  Generalizes	
  beyond	
  tests	
  but	
  subject	
  
to	
  overfi&ng.	
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Automated  Program  Repair


Buggy	
  
Program	
  

Tests	
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Can	
  we	
  generate	
  a	
  program	
  	
  
if input1 return output1  
else if input2 return output2 
else … 

Generate	
  and	
  Validate	
  



  The  “right”  patch
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Test	
  id	
   a	
   b	
   c	
   oracle	
   Pass	
  

1	
   -­‐1	
   -­‐1	
   -­‐1	
   INVALID	
  

2	
   1	
   1	
   1	
   EQUILATERAL	
  

3	
   2	
   2	
   3	
   ISOSCELES	
  

4	
   2	
   3	
   2	
   ISOSCELES	
  

5	
   3	
   2	
   2	
   ISOSCELES	
  

6	
   2	
   3	
   4	
   SCALANE	
  

1 int triangle(int a, int b, int c){ 
2     if (a <= 0 || b <= 0 || c <= 0) 
3        return INVALID; 
4     if (a == b && b == c) 
5        return EQUILATERAL; 
6     if (a == b || b != c) // bug! 
7        return ISOSCELES; 
8 return SCALENE; 
9 } 

Correct	
  fix	
  
(a	
  ==	
  b	
  ||	
  b==	
  c	
  ||	
  a	
  ==	
  c)	
  

Traverse	
  all	
  mutations	
  of	
  line	
  6	
  ??	
  
	
  
Hard	
  to	
  generate	
  fix	
  since	
  (a	
  ==c)	
  	
  or	
  (c	
  ==a)	
  never	
  
appear	
  anywhere	
  else	
  in	
  the	
  program	
  !	
  



1.  Combat  Overfi&ng:  An=paHerns
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Generate  and  Validate  over  Par==ons
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Test-­‐equivalence	
  Analysis	
  for	
  Automa5c	
  Patch	
  
Genera5on,	
  Mechtaev	
  et	
  al.	
  TOSEM,	
  2018	
  

Candidate space S 

i	
  =	
  2	
  

Par55on:	
  

i%2==0	
  
i%2==1	
   i<3	
  

i!=2	
   i>0	
  

True	
  False	
  

for	
  candidate	
  c	
  ∈𝑆	
  do	
  
	
  	
  	
  	
  validate(c)	
  
end	
  
(a) Enumerative approach 

for	
  par55on	
  p	
  ∈𝑆	
  do	
  
	
  	
  	
  	
  validate(p)	
  
end	
  

(b) Test-equivalent partitioning 

The	
  patch	
  candidates	
  can	
  be	
  evaluated	
  more	
  efficiently.	
  

Test	
  



Test  Equivalence  on  Patches
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2.  Combat  Overfi&ng:  Fuzz  Tes=ng
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The	
  given	
  test	
  suite	
  can	
  be	
  enhanced	
  by	
  
test	
  genera5on	
  (random,	
  evolu5onary	
  
algorithm	
  and	
  etc.).	
  	
  

Test	
  cases	
   Repair	
  

Buggy	
  
program	
  

Patched	
  program	
  

Auto-­‐generate	
  
tests	
  

P

P

Problems:	
  
	
  
1.  The	
  oracles	
  of	
  newly	
  generated	
  tests	
  are	
  usually	
  unknown.	
  

2.  Test	
  genera5on	
  for	
  program	
  repair	
  is	
  inefficient	
  because	
  it	
  has	
  no	
  knowledge	
  about	
  patch	
  candidates.	
  



Test  genera=on  to  alleviate  over-­‐fi&ng
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Crashing	
  patches	
  

Search	
  space	
   Crash-­‐free	
  patches	
  

Dis5nguish	
  crashing	
  and	
  crash-­‐free	
  patches	
  (prac5cal)	
  

Correct	
  patches	
  

	
  	
  
Crashing patches may (1) partially fix the crash or (2) unexpectedly introduce new crash 

Test	
  
genera5on	
  



Crash-­‐avoiding  Program  Repair
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Patches	
  are	
  generated	
  with	
  the	
  objec5ve	
  of	
  passing	
  exis5ng	
  tests.	
  

New	
  tests	
  are	
  generated	
  with	
  the	
  objec5ve	
  of	
  breaking	
  equivalent	
  par55ons.	
  

Retain	
  inputs	
  
with	
  non-­‐zero	
  
separability	
  

S𝑒𝑝𝑎𝑟𝑎𝑏𝑖𝑙𝑖𝑡𝑦 formulates the ability of a test to find semantic discrepancies 
between plausible patches (break equivalent partition).  



Default  Oracles  and  Addi=onal  Oracles
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3.  Combat  Over-­‐fi&ng:  
Spec.  Inference
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Tests	
  with	
  
oracles	
  

Buggy	
  
Program	
  

Symbolic	
  
Formulae	
  

Program	
  
Repair	
  

Patched	
  
Program	
  

TCAS	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  Very	
  old	
  result	
  on	
  small	
  programs!	
  	
  



Example
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Test	
  id	
   a	
   b	
   c	
   oracle	
   Pass	
  

1	
   -­‐1	
   -­‐1	
   -­‐1	
   INVALID	
  

2	
   1	
   1	
   1	
   EQUILATERAL	
  

3	
   2	
   2	
   3	
   ISOSCELES	
  

4	
   2	
   3	
   2	
   ISOSCELES	
  

5	
   3	
   2	
   2	
   ISOSCELES	
  

6	
   2	
   3	
   4	
   SCALANE	
  

1 int triangle(int a, int b, int c){ 
2     if (a <= 0 || b <= 0 || c <= 0) 
3        return INVALID; 
4     if (a == b && b == c) 
5        return EQUILATERAL; 
6     if (a == b || b != c) // bug! 
7        return ISOSCELES; 
8 return SCALENE; 
9 } 

Correct	
  fix	
  
(a	
  ==	
  b	
  ||	
  b==	
  c	
  ||	
  a	
  ==	
  c)	
  

Automatically	
  generate	
  the	
  constraint	
  	
  
f(2,2,3)	
  ∧	
  f(2,3,2)	
  ∧	
  f(3,2,2)	
  ∧	
  ¬	
  f(2,3,4)	
  
	
  
Solution	
  
f(a,b,c)	
  =	
  	
  (a	
  ==	
  b	
  ||	
  b	
  ==	
  c	
  ||	
  a	
  ==	
  c)	
  



Specifica=on  Inference
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var	
  =	
  f(live_vars)	
  //	
  X	
  

Test	
  	
  input	
  t	
  

Concrete	
  
values	
  

Oracle	
  (expected	
  output)	
  

Output:	
  	
  
Value-­‐set	
  or	
  Constraint	
  

Symbolic	
  
execution	
  

Program	
  

Concrete	
  Execution	
  

[ICSE13,	
  SemFix]	
  



So,  far
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1. Where	
  to	
  fix,	
  which	
  line?	
  
2. Generate	
  patches	
  in	
  the	
  candidate	
  line	
  
3. Validate	
  the	
  candidate	
  patches	
  against	
  
correctness	
  criterion.	
  

1. Where	
  to	
  fix,	
  which	
  line(s)?	
  
2. What	
  values	
  should	
  be	
  returned	
  by	
  those	
  lines,	
  
e.g.	
  <inp	
  ==1,	
  ret==	
  0>	
  

3. What	
  are	
  the	
  expressions	
  which	
  will	
  return	
  such	
  
values?	
  

Syntax-­‐based	
  SchemaAc	
  
for	
  	
  e	
  in	
  Search-­‐space{	
  	
  
	
  	
  	
  	
  	
  	
  	
  Validate	
  e	
  against	
  Tests	
  
}	
  

SemanAcs-­‐based	
  SchemaAc	
  
for	
  	
  t	
  in	
  Tests	
  {	
  	
  
	
  	
  	
  	
  	
  	
  	
  generate	
  repair	
  constraint	
  Ψt	
  
}	
  
Synthesize	
  e	
  from	
  ∧tΨt	
  
	
  



ShiV  of  outlook:  Vulnerability  repair
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4.  Combat  Overfi&ng:  Constraint  Extrac=on
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•  Program	
  vulnerability	
  can	
  be	
  formalized	
  as	
  viola5ons	
  of	
  constraints,	
  e.g.	
  
buffer	
  overflow	
  

access(buffer)	
  <	
  base(buffer)	
  +	
  size(buffer)	
  

•  These	
  constraints	
  can	
  be	
  automaAcally	
  extracted	
  when	
  a	
  vulnerability/crash	
  is	
  
witnessed	
  on	
  a	
  given	
  test	
  

•  The	
  constraints	
  serve	
  as	
  addi5onal	
  specifica5ons	
  for	
  Automated	
  program	
  
repair	
  (APR)	
  to	
  fix	
  the	
  bug	
  for	
  all	
  tests.	
  

Repair	
  

Buggy	
  program	
  

Patched	
  program	
  
P

P

Constraints	
  



Solu=on
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“The C and C++ programming languages are notoriously insecure 
yet remain indispensable. Developers therefore resort to a multi-
pronged approach to find security issues before adversaries. These 
include manual, static, and dynamic program analysis. Dynamic bug 
finding tools or "sanitizers" --- can find bugs that elude other 
types of analysis because they observe the actual execution of a 
program, and can therefore directly observe incorrect program 
behavior as it happens.”  Song et al 2018.	
  

“Dependency	
  analysis”	
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Constraint  Extrac=on
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Constraint  Propaga=on
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Synthesis
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Data-­‐set  and  Results  on  CVEs
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The	
  correct/total	
  patches	
  generated	
  by	
  Prophet,	
  Angelix,	
  Fix2Fit	
  and	
  ExtractFix	
  

Prophet:	
  Uses	
  enumera<ve	
  
search	
  and	
  machine	
  learning	
  
for	
  ranking	
  patches.	
  	
  
	
  
Angelix:	
  scalable	
  version	
  of	
  
symbolic	
  execu<on	
  plus	
  
synthesis	
  based	
  approach.	
  
	
  
Fix2Fit:	
  combina<on	
  of	
  repair	
  
and	
  test	
  genera<on	
  using	
  
fuzzing	
  	
  
	
  
ExtractFix:	
  Extract	
  constraints	
  
using	
  sani<zers	
  



Over-­‐fi&ng  in  Program  Repair
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Can	
  choose	
  smallest	
  patch	
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