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The selected tools are limited to only a subset of
clone or plagiarism detectors

o (and their parameters).

The results are based on different data sets.



Table 2: Tools with their similarity measures



Pervasive Modifications

From: https://www.princeton.edu/pr/pub/integrity/pages/plagiarism/

F

/* ORIGINAL */
private static int partition

int i = lo;
int j = hi+l;
Comparable v = allol;
while (true) {
while (less(al[++i]l, v)) {
if (i == hi) break;
¥

while (less(v, al--j1)) {
if (j == lo) break;
Iy

if (i >= j) break;
exch(a, i, j);

¥
exch(a, lo, j);
return j;

(Comparable[] a, int lo, int hi) {

N

F

/* PERVASIVELY MODIFIED CODE */
private static int partition

(int[] bob, int left, int right){

int x = left;
int y = right+1;
for (;;) {

while (less(bob[left],bob[--y]))

if (y == left) break;

while (less(bob[++x],bob[left]))

if (x == right) break;
if (x >= y) break;
swap(bob, y, X);
I
swap(bob, y, left);
return y;

SW Plagiarism



https://www.princeton.edu/pr/pub/integrity/pages/plagiarism/

Code modifications Artifice  ProGuard  (De)compilers
Lexical modification

Formalting changes (Roy and Cordy, 2009; Duric and Gase- v v
vic, 2013; Joy and Luck, 1999)

Addition, maodification or deletion of comments (Duric and v v
Gasevic, 2013; Joy and Luck, 1999)

Renaming of identifiers, methods (Roy and Cordy, 2009; v v v
Duric and Gasevic, 2013; Joy and Luck, 1999; Brixtel et al,

2010; Fowler, 2013)

Madification of constant values (Duric and Gasevic, 2013) v

Structural modification

Split or merge of variable declarations (Duric and Gasevic, v v
2013)

Addition, modification or deletion of modifiers (Duric and v v
(Gasevic, 2013; Fowler, 2013)

Line insertion/deletion with further edits (Roy and Cordy, v v
2009)

Reordering of statements & control replacements (Roy and v v v
Cordy, 2009; Duric and Gasevic, 2013; loy and Luck, 1999;

Brixtel et al, 2010)

Modification of control structures (Duric and Gasevic, 2013; v v
Joy and Luck, 1999; Brixtel et al, 2010)

Changing of data types and modification ol datla struc- v
tures (Duric and Gasevic, 2013)

Method inlining and method refactoring (Duric and Gasevic, v

2013; Fowler, 2013)

Structural redesign of source code (Duric and Gasevic, 2013; v

Fowler, 2013)




? pervasively to be used in
y modified code detection phase

bytecode .
compiler obfuscator decompilers

sSource

obfuscator ervasively modified code

1H 96

ARTIFICE
original ProGuard | Krakatau

\

BubbleSort.java
EightQueens.java
GuessWord.java
TowerOfHanoi.java
InfixConverter.java
Kapreka_Tran.java
MagicSquare.java

— \

E

RailRoadCar.java
SLinkedList.java
SqrtAlgorithm.java

18 968 49



Boiler-Plate Code

~vt' - Flores E., Rosso P., Moreno L., Villatoro-Tello E. (201 4)
= Detection of SOurce COde re-use (SOCO). ing += basebdArray a1
http //users dsic.upv. es/grupos/nle/soco/ dedstring += baseseArray [c3):

f

™ 0 r'[t

4) 153 java [active) X o 4> CBA java (other) X v
171 ayte b3; 171 byte b3;
177 if (1 >= bytes.length ) { | 7 if (1 >= hytes.length ) {
17 02 = H 1, bhe = H
17 b3 = @; 17 b3 = &;
17! oad = 2; 17 pad = Z;
171 } else { 17f y else {
| 7 n? = bytes [i++] 1 7 h? = hytes [i++];
17 if ( 1 >= pbytes.length ) { 17 if ( 1 >= bytes.length ) {
17 D3 = : 1/ b3 = ’
184 oad = 1; 1¢ pad = 1;
181 y else { 181 } else
18 n3 = bytes [i++]; i h3 = bhytes [i++];
18 } 1 }
18 } 184 }
1 oyte ¢l = ( byte ) ( bl »> ); 125 byte cl1 = ( byte ) ( bl == 2 );
]! ':Iyte o ( 'Z'y‘tE' ) ( ( ( ’."1 & . ) << 4 ) | 1 hyt“ Cz. = ( hytﬂ ) ( ( ( bl & | ) << ) |
¥ . ) << )
11
1
]
19
1‘,
19 encocecString += basebdArray [cd]; | encodedString += basebdArray [cd];

19! Ireak; \ llr ak;

14 case 1: \ cas

19 encodedString += basefdArray [c3]; 197 encndedﬁtring t= hasebd4Array [c3];

19¢ E‘CCCECHIFI”; += '—‘: \ encodedString += "=";

19 oreak; | break;

CasSE - case .
4] encodedsString += "=="; 0] encodedS5traing += "==";

JzELT break;
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Table 3: Tools and their parameters with chosen value ranges (DF denotes default parameters)

Tool Settings Details DF Range
Clone det.
ccfx b min no. of tokens 50 34510151617 18
19 20 21 22 23 24 25
30354045 50
t min token kinds 12 123..14
deckard mintoken min no. of tokens 50 30, 50
stride sliding window size inf 0, 1, 2, inf
similarity clone similarity 1.0 0.90, 0.95, 1.00
iclones minblock min token length 20 8 1020 304050
minclone min no. of tokens 100 5060 .. 140 150
nicad UPI % of unique code 0.30 0.30, 0.50
minline min no. of lines 10 5,8, 10
rename variable renaming none  blind, consistent
abstract code abstraction none  none, declaration,
statement, expression,
condition, literal
simian threshold min no. of lines 6 345..10
options other options none  none, ignoreCharacters,
ignoreldentifiers,
ignoreLiterals,
ignoreVariableNames
Plagiarism det.
jplag-java t min no. of tokens 9 123..12
jplag-text t min no. of tokens 9 123..12
plaggie 11

min no. of tokens

123..14



Similarity Report

InfC/ | InfC/ | InfC/ InfC/ | InfC/ | InfC/ InfC/ InfC/ | InfC/ | InfC/ Sqrt/  Sqrt/ Squr/ Squr/
orig | artfc @ orig orig | orig | orig artfc artfc @ artfc @ artfc orig | artfc artfc artfc

no no P9 P9 no no P9 P9 P9 P9
kraka procy kraka procy kraka |procy | kraka procy kraka procy

tau on tau on tau on tau on tau on

InfConv/orig
InfConv/artifice
InfConv/orig_no_krakatau
InfConv/orig_no_procyon
InfConv/orig_pg_krakatau
InfConv/orig_pg_procyon
InfConv/artific_no_krakatau
InfConv/artifice_no_procyon

InfConv/artifice_pg_krakatau

InfConv/artifice_pg_procyon

Sqrt/orig

Sqrt/artifice

Square/artifice_pg_krakatau

Square/artifice_pg_procyon




Similarity Threshold = 50

InfC/ | InfC/ | InfC/ InfC/ | InfC/ | InfC/ InfC/ InfC/ | InfC/ | InfC/ Sqrt/  Sqrt/
orig | artfc @ orig orig | orig | orig artfc artfc @ artfc @ artfc orig | artfc

no no P9 P9 no no P9 P9
kraka procy kraka procy kraka |procy | kraka procy

on tau on tau on tau

InfConv/orig
InfConv/artifice
InfConv/orig_no_krakatau
InfConv/orig_no_procyon
InfConv/orig_pg_krakatau
InfConv/orig_pg_procyon
InfConv/artific_no_krakatau

InfConv/artifice_no_procyon

InfConv/artifice_pg_krakatau

InfConv/artifice_pg_procyon
Sqrt/orig

Sqrt/artifice

Square/artifice_pg_krakatau

Square/artifice_pg_procyon

Squr/ Squr/
artfc  artfc
P9 P9
kraka procy
tau (o]}




Best Threshold

1.00
F-measure = 0.8282

0.75

0.50

F-measure

0.25

31
O 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Threshold Value (T)

0.00

14
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Pervasive: 14,880,000 pairwise comparisons

SOCO:

lcons made by Freepik from www.flaticon,
1S licensed by Creative Commons BY 3.0

m

99,816,528 pairwise comparisons
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http://www.flaticon.com

ccix
deckard
iclones
nicad
] simian
jplag-java

jplag-text

Plag plaggie
det. sherlock
simjava

/zncd-BZip2
7zncd-Deflate
/zncd-Deflate?
7zncd-LZMA
7zncd-Deflateb4
7zncd-PPMd
bzip2ncd

Comp. gzipncd
icd

ncd-bzlib

ncd-zlib

Others difflib
fuzzywuzzy

jellyfish

ngram

cosine

Pervasive




ccfx
deckard
iclones
nicad
simian

jplag-java
jplag-text
plaggie
sherlock
simjava
simtext

/zncd-BZip2
7zncd-Deflate
/zncd-Deflate?
7zncd-LZMA
7zncd-Deflateb4
7zncd-PPMd
bzip2ncd
gzipncd

icd

ncd-bzlib
ncd-zlib

Comp.

Others difflib
fuzzywuzzy
jellyfish
ngram

cosine

0.1

Boiler-

0.2 0.3

0.4

0.5 0.6 0.7 0.8

0.

9 1 H



Highly specialised source code similarity
detection technigues and tools can perform
oetter than more general, compression &
textual similarity measures.

Interesting: difflio and fuzzywuzzy.

lcons made by Freepik from www.flaticon.com
IS licensed by Creative Commons BY 3.0 18
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x  Default

Optimal Configurations

CCFX’s Precision vs. Recall

Measure

Value ccfx’s params
b t

Precision

Recall

1.00 19 7,8,9
0.98 5 12

4
», ..O.l "' ..,
S e
» * o '.A * i a
’lf‘ .'::}. ’.::.~o
t BRI SR
’ AEERY TR
/",
p ¢
0.5 0.6 0.7 0.8 0.9 1.0
Precision

19



0.9
0.8
7

| N N e
- FEEEEEER
DU O | [ [

E ¥ 9 ¢ 8 6 O TU 2T £T ®T ST @a LT 8T 61 02

0.6

z zz

£c

~

u
~

0.5

l

ln

sv 0§

14

13

17

11

10

9

20



b=51=11,12

b=19,t=7,8,9




Tool Settings T Settings T
::cl&n:cd):t, P - b=5.t=11 36 - 6L o
deckard (T)* ervasSive gt 17 Boliler- S eSO "
stridz=2 iy ko=
iclones (L) minblock=10 0 mrwrp 0
_ _ minclone=50 winclone=50
nicad (L)® UPI=0.50 38 UPI=0.20 22
:m’nline=8‘ winline=5
rename=blind rcname=consistent
abstract=literal abstract=condition
simian (C)* threshold=4 5 thrashold=4 26
ignoreVvariableNames ignoreVariableNames
Plag. det.
jplag-java t=7 19 =12 29
jplag-text t=4 14 t=Y 32
plaggie M=ER 19 M=14 33
sherlock N=4, Z=2 8 N=5,4=0 22
simjava r=16 15 =23 46
simtext r=4 14 r=12 17
Compression
7zned-BZip2 nx=135 45 wx=13,5 61
- . g - - mX=7 64
Jzncd-Deiate mx=) &Y.
Tzncd-Defate64 mx=7 4 i ‘“‘j " g'g
Tned-LZMA mx=7,9 41 Pt &
Tzncd-LZMA? mx=7 Y al — b
Tened-1PPMd mx=Y 472 C=1 " 3. 89 54
hzip2ned C=1.9 R o
P N C=9 54
gripncd =i s ma=LZMA 84
icd ma=LZMA?Z S0 mx=1,3
mx=7, N/A 57
ncd-zlio N/A RIN N/A 52
ncd-bzlib N/A A7 23 64
xzncd - 24 6,789 65
Others
bsdill® N/A 71 N/A 90
dill {(C)* N/A 8 N/A 29
diffiib whitespace=false 28 autvjunk=true 12
au lU_i unk=[alse whitcspacc:mxc
fuzzywuzzy weken_sel_ratio 85 rate 65
jellyfish Jaro_dislance 78 jaro_distance 82
ngram N/A 48 N/A 59
cosine N/A 48 N/A 68




The optimal configurations derived from
one data set has a detrimental impact on

the similarity detection results for another
data set.

Cbuckley, Joowell on en.wikipedia

lcons made by Freepik from www.flaticon.com
IS licensed by Creative Commons BY 3.0 23
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Normalisation

by Decompilation

Pervasively modified Normalisation Normalised
code code

Decompile

" Krakatau

Compile

javac

{W

24



ccfx

Clone deckard
det. iclones
nicad

simian

jplag-java
jplag-text

plaggie

sherlock

simjava

simtext
7zncd-BZip2
7zncd-Deflate
7zncd-Deflate2
7zncd-LZMA
7zncd-LZMA2
7zncd-PPMd
bzip2ncd

Comp.  9zipncd
icd

ncd-bzlib

ncd-zlib

py-difflib
py-fuzzywuzzy
py-jellyfish
py-ngram
py-sklearn




Compilation and decompilation can be used as
an effective normalisation method that greatly
improves similarity detection on Java source
code (with statistical significance)

Using Compilation/Decompilation
to Enhance Clone Detection

Chaiyong Razkhitwetsagul, Jens Krnbe
University College Londen, UK

Abswract—We study effects of compilation and decompilation  do not represent real envirormert in software systems with
tocede clave detection in Java. Campibation/decnmpilation canin-  hyndeads, or theusards of source code files with thirc panty
icalice syatactic changes made 10 soarve code and can be used 35 2pi 0y genendencies among classes, This siudy' perfarms
source code marmaliation. We wsed NiCad to detect clencs bdore ’
ard after cocompllation In three opea source software systems, A o
Junt, JireeChart, and Tomcat. We fillered and compared the  SOparcs he resalts before ard after decompilation. We resort
clones in the ongnal ard decompiied done sct and Foand that 1o e build mechanism proviced m eich projpct 1 handle
1.20] 'i"z(:l! pairs (2’{7‘?) are common betweea the (wo sdS  dependencies in the cnmpilstian process, and nee a decoeiler
whil: 324 pairs (213%) are only i one of the wis. A mamml trie : - i | T .
investigation Identified 124 cut of the 326 pairs ns pr W ul»l.uf é duum.ynl.\-l versions |.lel |3 \|-.x\.\ filcs, TT{»
The 262 origind-enly chne pairs contain o sisgle false positive  1NAINZS sbow That using compilation/d:comp lation to eshance

Sleclorunly Berone wembs ol treee ouwidl clore detextion can be appled o realoworld software svstems

bl il T e anninibes J 1 .- e ..

chwe datectiom oa three ealaword software systerrs and

R

lcons made by Freepik from www.flaticon.com
IS licensed by Creative Commons BY 3.0 26
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Ranked Results

Only Top k Results

cCfx jplag-java
fuzzywuzzy difflib
ncd-bzlib jplag-text
bzip2ncd simjava
simian gzipncd
gzipncd ncd-zlib
ncd-zlib sherlock
jplag-text 7zncd-Deflate64
/zncd-PPMd rzncd-Deflate
xzncd fuzzywuzzy

0.8 0.85 0.9 0.95 1 0.8 0.85 0.9 0.95 1

Mean Average Precision (MAP) Mean Average Precision (MAP)

Boiler-Plate

27




F1 Scores

Distribution of tool’s F1 scores

VvS. pervasive mod. type
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Pg = ProGuard (bytecode) Pc = Procyon

28



O = original

Obfuscator

A = Artifice (source)

Pg = ProGuard
(bytecode)

Decompiler

K = Krakatau
Pc = Procyon

F1Score | 0.1—04 0.4—0.6 . 0.6-—0.8 B 0.8-1.0

O A K Pc Pg Pg A A A A
Tool K Pc K Pc Pg Pg
K Pc
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To Sum Up

A Comparison of

Similarity Analyzers

Optimal Configuration
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