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A Study of Effects of Code Obfuscation
to Code Similarity Detection Tools

Chaiyong Ragkhitwetsagul, Jens Krinke, Albert Cabré Juan
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Cloned Code VS Plagiarised Code

A result from source code +  Created in a similar way as code
reuse by copying and pasting clones but with different intention
[maybe with some . .

e Source code plagiarism violates
modifications]

academic regulations
- Segments of code which are

i ' T racle v le law suit?
identical or similar Oracle vs Google law suit

Code maintenance and
management

In some cases, code cloning
may violate software license’

Google

ORACLE:

[1]1 A. Monden, S. Okahara, Y. Manabe, and K. Matsumoto, “Guilty or Not Guilty: Using Clone Metrics to Determine
Open Source Licensing Violations,” IEEE Software, vol. 28, no. 2, pp. 42-47, 2011.
[2] http://www.mondaqg.com/unitedstates/x/271942/
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What is Obfuscation?

-+ Modifying a program while preserving its semantics
-+ Can be achieved at 2 levels:

- Source code

- Byte code

@P=split//," .URRUU\c8R" ; @d=split//, "\nrekcah xinU / lreP rehtona tsuJ";sub p({
€p{"r$p","usp"}=(P,P);pipe"r$p", "usp";++$p; ($q*=2)+=$f=1fork;map{$P=$P[$£f "ord
(Sp{S_})&6]1;$p{$_}=/ "$P/ix?$P:close$_l}keysip}p;p;p;p;p;map{Sp{$_}=~/"[P.]/&&
close$ }%p;wait until$?;map{/"r/&&<$ >}%p;$ =$d[S$qg];sleep rand(2)if/\S/;print

- —

thk 1318f w82 gNyd_pliHp9JzdKs zAk 1g81@PTUgeBvgwaxfjLk1_Vusu
4 crr " e 23 ~2 =411 AP TUE 'l.‘



T‘uT vyl XnA Uh UPXTDIPYRVITAgXBTSAaTOCHS T 11 u CQF lJ" yroewiLDz 68016 1 ykvaTdgos591 _vbxuvlg
CREST

P L DY TFIth’ H J FLTT'F-:. HIUGRA) ’5 Sl lﬁrto L __1 JoueuL2 l aBVCIC H atlileiTTs 11 Cgo Hulr , !11 ll IW _B>
--'3‘-:T'§‘2°T"'1_"._ 91C ‘Elb F 6[3 ﬁr ;,rl- d1é: L PO *’H (UW1S LI[fﬁl_ﬂ 1 l'--:‘ 2tyyYygfyua l = J. JU dg_tv i "r.--, v : o
112 p} hBT@C 'pﬁ G118t rc,m 1ufrT 1 TTU0) NN

vkBTTAdaGO 0 1 Hn I ZTHEX Mdx dQlc Tl YPURAOrKCGrKXAfds Pudn

Research Questions

RQ1: how do current detection tools perform against code
obfuscation?

RQ2: what is the best parameter settings and similarity threshold of
each tool?

RQ3: how do compilation and decompilation facilitate the detection
process?

RQ4: can we apply the best parameters and threshold to other
datasets effectively?
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Overview of the Empirical Study

- Java programs are obfuscated at:

-+ Source code level

- Byte code level

-+ Combination of both
- Several similarity detection tools are applied to the data set
- Varying the settings and threshold of each tool

- Measure performance of each tool
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Obfuscators Decompilers

ARTIFICE Procyon Clone
ProGuard Krakatau SW plagiarism

Compression
Others
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Obfuscators
ARTIFICE ProGuard

- Source code level - Bytecode level

- Renaming, changing loops & - Rename classes, fields,
conditional statements, variables to short, meaningless
changing increment/

decrement statements

e
-
class Ghost { ) o . ~
/#*additional codes/ Loop Transformation ctass Ghost
int i=0; e mmmmm = e a2 /*additional codex/

for (int m=0; m<nActors;(r_n\=_m§)) {

while” (i<nActors) { -
figal ActorObf act = map.getActor(m);

final ActorObf a = map.getActor(i);
E <::;f (a.getType () ==GameObjectObs . OBJECT_GHOST) |

GhostObf ghost = (GhostObf) a;

' GhostObf ghost = \\\\
» (act.getType () ==GameObjectObf .0BJECT_GHOST) ?
Conditional ~ (GhostObf) act : null; A

—

}W‘ Transformation }}

" ) \

a) original code fragment b) obfuscated code fragment

.

Schulze, S., & Meyer, D. (2013). On the robustness of clone detection to code obfuscation. 2013 7th International Workshop on Software Clones (IWSC)
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Detectors

Clone detectors Plagiarism detectors

JPlag
herlock, Plaggi

Compression Others

* Totally 21 tools
** All tools have to report similarity values (0 - 100)
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Test Case 1

RQ1: how do current detection tools

public static String InfixToPostfixConvert ( String infixBuffer ) {

perform against code obfuscation?

- RQ2: what is the best parameter
settings and similarity threshold of

each tool?

- A series of small Java programs

(

(

(

InfixConverter
SqrtAlgorithm
Hanoi
Queens
MagicSquare

int priority = @;
String postfixBuffer = "";
Stack s1 = new Stack();

for ( int i = @; i <

infixBuffer.length(); i++ ) {
char ch = infixBuffer.charAt ( i );
if ( ch=="4' ch = '-' || ch ==
it ( sl.size() <=9 ) {
sl.push ( ch );
} else {
Character chTop = ( Character ) sl.peek();
if ( chTop == '#' || chTop == '/' ) {
priority = 1;
} else {
priority = 9;

'*' || ch="'7") {

if ( priority == 1) {
if ( ch == "+ ch == '=' ) {
postfixBuffer += sl.pop();
13
} else {
postfixBuffer += sl.pop();
1—;
}
} else {
if ( ch == "'+ ch == '=' ) {
postfixBuffer += sl.pop();
sl.push ( ch );
} else {
sl.push ( ch );

}
}
}
} else {
postfixBuffer += ch;
}
}
int len = sl.size();

for ( int j = 9; j < len; j++ ) {

}

postfixBuffer += sl.pop();

return postfixBuffer;

}
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source
obfuscator

original

InfixConverter.java
SqrtAlgorithm.java
Hanoi.java
Queens.java
MagicSquare.java
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E obfuscated
¥ source code

decompiler

bytecode

compiler obfuscator

Procyon
)

Krakatau
)
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CREST

to be used in
detection phase

obfuscated code
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Similarity Calculation
/\

x9

2
Hanoi

s
original Detection tools

N

el similarity report
Jplag

10 files Sim —

/set s \ / ) J
py-diftlib
* Most tools have different parameter settings which
can strongly affect the results
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Similarity Calculation for Unsupported Tools

- <CloneClasses>
_ N \\ - <CloneClass>
r ~ — B 4 ) <ID>1</ID>

— - <Clone>
0_orig.txt gg 5 — - <Fragment>
<File>hanoi/0_orig/Main.java</File>
<Start>69</Start>
<End>84</End>
— D — \ GCF </Fragment>
Simian File </Clone>
= Converters - <Clone>
. - <Fragment>
1 artifice -artificet <File>hanoi/1_artifice/Main java</File>
= \_ Y, Xt <Start>72</Start>
g J <End>87</End>
</Fragment>
. . ] </Clone>
Tools using GCF' + SimCal include *+ <Clane></Cheue>
+ <Clone></Clone>

. . <Clone></Clon
- Simian (textual report) + <Clones</Clone>

</CloneClass>
+ IClones (RCF format)
+ NiCad (XML report)

- Deckard (textual report)

0_orig >\

[1] Wang, T., Harman, M., Jia, Y., & Krinke, J. (2013). Searching for Better Configurations: A Rigorous Approach to Clone Evaluation. FSE’1
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Similarity Report (ncd-bzlib)

InfC/ | InfC/ | InfC/ InfC/ | InfC/ | InfC/ InfC/ InfC/ | InfC/ | InfC/ Sqrt/  Sqrt/ Squr/ Squr/
orig | artfc @ orig orig | orig | orig artfc artfc artfc artfc orig | artfc artfc artfc
no no P9 P9 no no P9 P9 P9 P9
kraka procy kraka procy kraka |procy | kraka procy kraka procy
tau on tau on tau on tau (o] 1] tau on

InfConv/orig
InfConv/artifice
InfConv/orig_no_krakatau
InfConv/orig_no_procyon
InfConv/orig_pg_krakatau
InfConv/orig_pg_procyon
InfConv/artific_no_krakatau
InfConv/artifice_no_procyon

InfConv/artifice_pg_krakatau

InfConv/artifice_pg_procyon

Sqrt/orig

Sqrt/artifice

Square/artifice_pg_krakatau

Square/artifice_pg_procyon
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InfC/ | InfC/ | InfC/ InfC/ | InfC/ | InfC/ InfC/ InfC/ | InfC/ | InfC/ Sqrt/  Sqrt/ Squr/ Squr/
orig | artfc @ orig orig | orig | orig artfc artfc artfc artfc orig | artfc artfc artfc

no no P9 P9 no no P9 P9 P9 P9
kraka procy kraka procy kraka |procy | kraka procy kraka procy

on tau on tau on tau tau on

InfConv/orig
InfConv/artifice
InfConv/orig_no_krakatau
InfConv/orig_no_procyon
InfConv/orig_pg_krakatau
InfConv/orig_pg_procyon
InfConv/artific_no_krakatau
InfConv/artifice_no_procyon
InfConv/artifice_pg_krakatau
InfConv/artifice_pg_procyon
Sqrt/orig

Sqrt/artifice

Square/artifice_pg_krakatau

Square/artifice_pg_procyon
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ncd-bzlib with similarity threshold = 25

InfC/ | InfC/ | InfC/ InfC/ | InfC/ | InfC/ InfC/ InfC/ | InfC/ | InfC/ Sqrt/  Sqrt/ Squr/ Squr/
orig | artfc @ orig orig | orig | orig artfc artfc artfc artfc orig | artfc artfc artfc
no no P9 P9 no no P9 P9 P9 P9
kraka procy kraka procy kraka |procy | kraka procy kraka procy
tau on tau on tau on tau (o] 1] tau on

InfConv/orig

InfConv/artifice

InfConv/orig_no_krakatau

InfConv/orig_no_procyon

InfConv/orig_pg_krakatau

InfConv/orig_pg_procyon

InfConv/artific_no_krakatau

InfConv/artifice_no_procyon

InfConv/artifice_pg_krakatau

InfConv/artifice_pg_procyon

Sqrt/orig

Sqrt/artifice

Square/artifice_pg_krakatau

Square/artifice_pg_procyon
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1. Best threshold (T)

-+ Find the “best threshold (T)” of each tool with a specific
parameter setting

- Calculate a sum of false positive and false negative (FP + FN)
of all thresholds

- Choose T with the minimum false results

‘BestThreshold = {TIMin(FPr+ FN7)}
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Threshold selection
ncd-bzlib

B FP W FN g FP+FN

Best threshold = 31
(FP+FN=166)

Threshold FP+FN  Precision  Recall F m(eaﬁ”re

precision - recall

" precision + recall
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ncd-bzlib with similarity threshold = 31

InfC/ | InfC/ | InfC/ InfC/ | InfC/ | InfC/ InfC/ InfC/ | InfC/ | InfC/ Sqrt/  Sqrt/ Squr/ Squr/
orig | artfc @ orig orig | orig | orig artfc artfc artfc artfc orig | artfc artfc artfc
no no P9 P9 no no P9 P9 P9 P9
kraka procy kraka procy kraka |procy | kraka procy kraka procy
tau on tau on tau on tau (o] 1] tau on

InfConv/orig

InfConv/artifice

InfConv/orig_no_krakatau

InfConv/orig_no_procyon

InfConv/orig_pg_krakatau

InfConv/orig_pg_procyon

InfConv/artific_no_krakatau

InfConv/artifice_no_procyon

InfConv/artifice_pg_krakatau

InfConv/artifice_pg_procyon

Sqrt/orig

Sqrt/artifice

Square/artifice_pg_krakatau

Square/artifice_pg_procyon
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2. Manually-inspected results

- Pairs that are closest to the threshold are very sensitive
to be false positive or false negative

- We have fixed cost for doing manual inspection

- Remove the top 50, 100, and 200 closest to the
threshold for manual inspection

- Evaluate the new results after removal

distance from T = Iclassifier(x,y)-TI
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RQ1: how do current detect.......=

against code obfuscation?
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RQ2: what is the best parameter settings and
similarity threshold of each tool?

No removal Remove 50 Remove 100 Remove 200
'U’n OIS . . )
Setting T FP+EN Setting T FP + Setting 1 FP+ catiin gs T FP +
S S S FN FN
, 0=2, 0=2, 0=2, 0=2,
7zncd-BZip2 mxr2{1.gl§} 39 158 ”=‘H S5, 39 140 ”;“ i 5 39 118 ”;“ S5 40 89
ncd-bzlib - 31 166 - 32 147 - 33 124 - 34 83
b=20 b=20 b=18, t={1..7}
7 o 4 P 4 _ b=19, t={1..7 8
t=(1..7} t={1..5} tt=){_12.?7,} o0, t=§ - 5;
ccfx? b=21, 3 90 b=20, t={6,7} 82 b=21, 6 68 b=20, t={6,7} 48
i1 7 b=21, t={1..7} b=21, t={1..7}
=22 t=7 t=(1..7} 3 b=22 t={1.7 |
b=23,t=7 2 b=22, b=23’t={1 7)
p=24i={1. 7} =1 72 —
t=7 18 e 27
jplag-java t=3 54 181 164 144 t=3 48 97
t=6 28 t= 51
jplag-text3 t=8 3 138 t=8 3 119 t=8 3 98 t=8 2 68
simjava? r=22 5 108 r=22 6 97 r=22 6 84 r=22 10 52
SM_
py-difflib Swete 36 14 Moo 3 g4 SVIO© 37 410 nowhitespace 24 71
_hoautojunk
py-
sklearn.cosine_similarit ; 50 346 - o1 326 - 57 302 - 29 256
AL
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Test Case 2

- Observation: compiling/decompiling canonicalises the
data

- RQ3: how do compilation and decompilation facilitate the
detection process?

- Experiment
- Compiled/decompiled version of the 1st dataset
- Two different decompilers: Krakatau vs Procyon

- Repeat the detection steps of Test Case 1 and
compare the tool performances
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Complllng/Decomplllng Process parameter setings which can

affect the results

2 s
oﬁé\% . :
g , s s s
: Compile : Decompile :
original : : :
: © Procyon . Detectiontools gimilarity report
obfuscated : » » ! ‘
: ccfx*

10 files
/set

Jplag” -
sim similarity report
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Krakatau
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RQ3: how do compilatior -~

sirmtext

facilitate the detection pr =

diff

simjava

py-skleam.cosine _similarity -

py-difilib

* procyon
ned-bzlib * krakatau
" normal
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B Krakatan
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Original

public static String InfixToPostfixConvert ( String

0vcfqu1wkanACyudewvuprbJPynviT§3x@t§aT6CHSCyG?xJ1Yu§wyt§' 168IvyrDewl. DZ6ED16Yy10yk vard?0591 _YbXuv | gxXuavaxgyr

L <UCL
ARTIFICE

(source-code obfuscated version)
) {

public static String m20 ( String

int priority = 0; ) int v7;
String postfixBuffer = ""; vl = 0;
Y —— , String v8;
for ( int i = 2; i < infixBuffer.length(); i++ ) { v8 = "";
char ch = i1nfTixBuffer.charAt ( 1 ); ‘ Stack v9;
if (ch=="+" || ch=="="||ch="%"||ch="/") { : v9 = new Stack();
if ( sl.size() <=0 ) { 36 int v10;
sl.push ( ch ); o
} else.d 8 ‘while ( v10 < v6.length() ) {
Character chTop = ( Character ) sl.peek(); ' char vi1;
1t ( chTop = "*" || chfop = /" ) { 40 vll = v6.charAt ( v10 );
priority = 1; \ if (vl == "'+' || v11 = "=' || v11 = "x' || v11 = '/' ) {
} else { if ( v9.size() <= 0 ) {
priority = 0; 13 v9.push ( v11 );
} 14 } else {
if ( priority == 1) { 15 Character v12;
if (ch="4+"||ch="-"){ = ( Character ) v9.peek();
postfixBuffer += sl pop(); if (V12 ="' || VvVi2="/")
i—; vl = 1;
} else { } else {
postfixBuffer += sl.pop(); v7 = 0;
i3 }
} if (v7=1) {
} else { if (vil = "+" || vl = '-" ) {
if (ch="+"||ch="-"){ v8 = v8 + ( v9.pop() );
postfixBuffer += sl.pop(); vio = v10 - 1;
sl.push ( ch }; } else {
} else { v8 = v8 + ( v9.pop() );
sl.push ( ch ); vio = v10 - 1;
} }
} } else {
} if ((vil == "+" || v11 == '-' ) {
} else { v8 = v8 + ( v9.pop() );
postfixBuffer += ch; v9.push ( vil );
' } else {
} v9.push ( vil );
int len = sl.size(); }

for ( int j = 0; j < len; j++ ) {
postfixBuffer += sl.pop();
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Original (decompiled) ARTIFICE (decompiled)
public static String InfixToPostfixConvert ( String ) { . public static String m20 ( String ) {
java.util.Stack a = new java.util.Stack(); . java.util.Stack a = new java.util.Stack();
String s@ = ""; . String s@ = "";
int 1 = 0; 21 int 1 = 0;
while ( i < s.length() ) { : while ( i < s.length() ) {
String sl = 3 0 String sl = :
int 10 = 0; ' int 10 = 0;
int i1 = s.charAt ( i ); int i1 = s.charAt ( i );
label7: { label7: {
label8: { ‘ label8: {
if ( 11 == ) { if ( 11 == ) {
break label8; break label8;
} }
if ( 11 == ) { | if ( 11 == ) {
break label8; break label8;
} 10 }
if ( 11 == ) { : if ( 11 == 42 ) {
break label8; Y break label8;
} : }
if (11 == ) { 14 if ( 11 == ) {
break label8; ‘ break label8;
} : }
sl = new StringBuilder().append ( s@ ) ‘ sl = new StringBuilder().append ( s@ )
.append ( ( char ) i1 ).toString(); ‘ .append ( ( char ) i1 ).toString();
10 = 1; ‘ i = 1;
break label7; 0 break label7;
} }
if ( a.size() > 0 ) { if ( a.size() > 2 ) {
int 12 = 0@; 53 int 12 = 0;
String s2 = 3 4 String s2 = H
int i3 = 0; : int 13 = 0;
Character a® = ( Character ) a.peek(); ‘ Character a@ = ( Character ) a.peek();
int i4 = a@.charValue(); int i4 = a@.charValue();
labeld: { - labeld: {
label5: { - label5: {
label6: { 0 label6: {
if ( 14 == ) { ' if ( 14 == ) {
break label6; ‘ break label6;
} }
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Test Case 3

- RQ4: can we apply the best parameters and threshold to
other datasets effectively?

-+ Experiment
-+ Munich dataset containing “simions”

- 109 independently developed Java programs for email
address validation

[1] Juergens, E., Deissenboeck, F., & Hummel, B. (2011). Code similarities beyond copy & paste. Proceedings of the European Conference on Software
Maintenance and Reengineering, CSMR, 78-87
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RQ4: can we apply the best parameters and threshold
to other datasets effectively? @

Test Case 1 Test Case 3 (munich)
Settings (2,500) (11,881)

FP+FN FP+FN

ccfx b=20, t={1..7}

simjava r=22 5 108 5 4,680
jplag-text t=8 3 138 3 11,770
py-difflib SM_noauto junk 36 148 36 11,446
72dcd-Bzip2 mo=2, 58 150 58 11,432
P mx={1,3,5) ’
ncd-bzlib - 31 166 31 11,754
jplag-java t= 54 181 54 6,162
py-sklearn.cosine_similarity - 50 346 50 10,282
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Summary

Current tools behave differently on obfuscated code

Clone and plagiarism detectors outperform the others

-+ The best parameter settings and threshold can be found
using the proposed method

-+ Compiling/decompiling can help canonicalise the
obfuscated code

- The derived settings and threshold cannot be applied
directly to other data sets
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What’s next?

- Replicate the experiment on other data sets and
compare the best parameter settings and thresholds

- SOCO (detection of SOurce COde re-use) SOCO
The Java collection contains 259 source codes

The C collection contains 79 source codes

-+ Find a better way to learn the best parameter settings
and threshold in ad-hoc manner for each data set (or

pair)

http://users.dsic.upv.es/grupos/nle/soco/
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