
Carving Invariants
Andreas Zeller

Saarland University

CREST Open Workshop “The Oracle Problem for Automated Software Testing”, London, May 2012



Concrete Tests



Concrete Tests

y = sqrt(4) 
assert(y == 2)



Concrete Tests

y = sqrt(4) 
assert(y == 2)

y = sqrt(9) 
assert(y == 3)



Concrete Tests

y = sqrt(4) 
assert(y == 2)

y = sqrt(9) 
assert(y == 3)

y = sqrt(0) 
assert(y == 0)



Concrete Tests

y = sqrt(4) 
assert(y == 2)

y = sqrt(9) 
assert(y == 3)

y = sqrt(0) 
assert(y == 0)

y = sqrt(1) 
assert(y == 1)



Concrete Tests

y = sqrt(4) 
assert(y == 2)

y = sqrt(9) 
assert(y == 3)

y = sqrt(0) 
assert(y == 0)

y = sqrt(1) 
assert(y == 1)

y = sqrt(–1) 
assert(y == NaN)



Generated Tests

assert (y*y == x)



Generated Tests

assert (y*y == x)



Program Proofs

assert (y*y == x)



Specifying is Hard
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SPECMATE Project Summary

In the past decade, automated validation of software systems has made spectacular progresses. On
the testing side, it is now possible to automatically generate test cases that effectively explore the
entire program structure; on the verification side, we can now formally prove properties for software
as complex as operating systems. To push validation further, however, we need specifications of what
the software actually should do. But writing such specifications has always been hard—and so far
significantly inhibited the deployment of rigorous development methods.

The SPECMATE methodology automatically extracts such specifications from existing systems,
effectively leveraging the knowledge encoded into billions of code lines. SPECMATE starts with just
an executable program and automatically produces an incremental specification, starting with the most
relevant properties; and a set of test cases fully covering the specification.

SPECMATE will boost quality and productivity in all software development activities, in particular:

Verification and modeling as the specifications mined are high-level and incremental, and thus form
an ideal starting point for compositional modeling and verification—enabling the rigorous con-
struction and derivation of new, safe, dependable software systems;

Testing as SPECMATE produces a full-fledged test suite for free: rather than manually exploring the
system and its concrete executions, the programmer only needs to validate the mined high-level
specifications against the (implicitly) intended behavior;

Defect detection since the mined specifications also reveal undesired properties: every such property
comes with a test case demonstrating it;

Program maintenance as it eases program understanding and change impact assessment: every as-
pect of the program behavior will be described in a high-level, abstract specification.

To achieve these goals, SPECMATE employs a combination of specification mining (extracting speci-
fications from executions), test case generation (generating additional runs to explore execution space)
and mutation analysis (seeding synthetic defects to assess test quality). The proposed techniques all
scale to industrial-sized programs; all we need is the ability to execute individual functions.

The principal investigator, Andreas Zeller, is one of the world’s leading experts in automated de-
bugging, mining software repositories, and dynamic program analysis. His recent breakthroughs in
specification mining and software testing are what makes SPECMATE feasible.
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1 public class XMLElement implements IXMLElement, Serializable
2 {
3 // The name.
4 private String name;
5
6 // The child elements.
7 private Vector children;
8
9 // Returns an enumeration of all child elements.

10 public Enumeration enumerateChildren() { ... }
11
12 // Returns the number of children.
13 public int getChildrenCount() { ... }
14
15 // Removes a child element.
16 public void removeChild(IXMLElement child) { ... }
17
18 // more methods and attributes...
19 }

Figure 1: The XMLElement class from the NanoXML parser

This is precisely what our proposed approach produces: Given a program, we automatically produce
a high-level specification. In the Z specification language, the mined specification for removeChild() is
shown in Figure 2

removeChild
�XMLElement
child? : XML ELEMENT

child? ⇥ enumerateChildren
child? ⇤= null
enumerateChildren0 = enumerateChildren \ child?
getChildrenCount0 = getChildrenCount � 1

Figure 2: Mined specification for removeChild as set forth in this proposal

Note how the specification captures two important preconditions not stated in the documentation—
that child be a child of the target node, and that child be non-null. Both properties are essential for
generating test cases, for instance. The postconditions precisely describe the effect of removeChild()
and could be used as test oracles or as a base for program synthesis.

1d.3 State of the Art

1d.3.1 Static Analysis How does one obtain a specification like this? Static analysis takes the
program code and infers properties. The removeChild() code indeed reveals some insights:

From this code, any static analysis can easily deduce precondition 2, child? ⇤= null. But how would
(a) Executable Program

(b) Specification

(c) Test
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public class RandoopTest0 extends TestCase {
  ...
  
  public void test8() throws Throwable {
    if (debug) System.out.printf("%nRandoopTest0.test8");

    AddressBook var0 = new AddressBook();
    EventHandler var1 = var0.getEventHandler();
    Category var2 = var0.getRootCategory();
    Contact var3 = new Contact();
    AddressBook var4 = new AddressBook();
    EventHandler var5 = var4.getEventHandler();
    Category var6 = var4.getRootCategory();
    String var7 = var6.getName();
    var0.addCategory(var3, var6);
    SelectionHandler var9 = new SelectionHandler();
    AddressBook var10 = new AddressBook();
    EventHandler var11 = var10.getEventHandler();
    Category var12 = var10.getRootCategory();
    EventHandler var13 = var10.getEventHandler();
    SelectionHandler var14 = new SelectionHandler();
    actions.CreateContactAction var15 = new actions.CreateContactAction(var10, var14);
    boolean var16 = var15.isEnabled();
    AddressBook var17 = new AddressBook();
    EventHandler var18 = var17.getEventHandler();
    Category var19 = var17.getRootCategory();
    String var20 = var19.getName();
    var15.categorySelected(var19);
    var9.addCategorySelectionListener((CategorySelectionListener)var15);
    ContactTablePanel var23 = new ContactTablePanel(var0, var9);
    AddressBook var24 = new AddressBook();
    Category var25 = var24.getRootCategory();
    AddressBook var26 = new AddressBook();
    EventHandler var27 = var26.getEventHandler();
    Category var28 = var26.getRootCategory();
    Contact var29 = new Contact();
    AddressBook var30 = new AddressBook();
    EventHandler var31 = var30.getEventHandler();
    Category var32 = var30.getRootCategory();
    String var33 = var32.getName();
    var26.addCategory(var29, var32);
    SelectionHandler var35 = new SelectionHandler();
    AddressBook var36 = new AddressBook();
    EventHandler var37 = var36.getEventHandler();
    Category var38 = var36.getRootCategory();
    EventHandler var39 = var36.getEventHandler();
    SelectionHandler var40 = new SelectionHandler();
    actions.CreateContactAction var41 = new actions.CreateContactAction(var36, var40);
    boolean var42 = var41.isEnabled();
    AddressBook var43 = new AddressBook();
    EventHandler var44 = var43.getEventHandler();
    Category var45 = var43.getRootCategory();
    String var46 = var45.getName();
    var41.categorySelected(var45);
    var35.addCategorySelectionListener((CategorySelectionListener)var41);
    ContactTablePanel var49 = new ContactTablePanel(var26, var35);
    CategoryTreePanel var50 = new CategoryTreePanel(var24, var35);
    actions.CreateCategoryAction var51 = new actions.CreateCategoryAction(var0, var35);
    AddressBook var52 = new AddressBook();
    Category var53 = var52.getRootCategory();
    AddressBook var54 = new AddressBook();
    EventHandler var55 = var54.getEventHandler();
    Category var56 = var54.getRootCategory();
    EventHandler var57 = var54.getEventHandler();
    SelectionHandler var58 = new SelectionHandler();
    ContactEditionPanel var59 = new ContactEditionPanel(var54, var58);
    JPanel var60 = var59.getPanel();
    JFrame var61 = samples.utils.SampleUtils.createFrame((JComponent)var60);
    CategorySelectionDialog var62 = new CategorySelectionDialog(var52, (java.awt.Frame)var61);
    CategorySelectionDialog var63 = new CategorySelectionDialog(var0, (java.awt.Frame)var61);
    MainWindow var64 = new MainWindow(var0);
    AddressBook var65 = new AddressBook();
    EventHandler var66 = var65.getEventHandler();
    Category var67 = var65.getRootCategory();
    Contact var68 = new Contact();
    Category[] var69 = var68.getCategories();
    var65.removeContact(var68);
    java.util.List var71 = var65.getContacts();
    AddressBook var72 = new AddressBook();
    EventHandler var73 = var72.getEventHandler();
    Category var74 = var72.getRootCategory();
    EventHandler var75 = var72.getEventHandler();
    SelectionHandler var76 = new SelectionHandler();
    actions.CreateContactAction var77 = new actions.CreateContactAction(var72, var76);
    boolean var78 = var77.isEnabled();
    AddressBook var79 = new AddressBook();
    EventHandler var80 = var79.getEventHandler();
    Category var81 = var79.getRootCategory();
    String var82 = var81.getName();
    var77.categorySelected(var81);
    Category var85 = var65.createCategory(var81, "hi!");
    String var86 = var85.toString();
    Category var88 = var0.createCategory(var85, "exceptions.NameAlreadyInUseException");
  }

  ...
}
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Simpli!ed Test Case

public class RandoopTest0 extends TestCase {
  public void test8() throws Throwable {
    if (debug) System.out.printf("%nRandoopTest0.test8");

    AddressBook a1 = new AddressBook();
    AddressBook a2 = new AddressBook();
    Category a1c = a1.createCategory(a1.getRootCategory(), "a1c");
    Category a2c = a2.createCategory(a1c, "a2c");
  }
}
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Search-based System Testing

• Generate tests at the user interface level

• Aim for code coverage and GUI coverage

• Synthesize arti!cial input events

• Any test generated is a valid input
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